
Merogn'recrcue peKoMerrAarl[u rro nporr{Bo4eftcrnuro
BIIO WanaCry

PeRoMeHAaqhn no nporrso4eicteno e rx$opanaqhoHHbtx cxfieMax,

noAKnpqeHHbtx K cerr 06tqero no,|b3oBaHnr 14HtepHer

l. YcraHoeurs glfl orKpblrbtx r,rHQoprvaquorrurx ctcrem,

noAx.noqeHue K cerh 14HTepHer, o6Hoelerue 6eaonacuocru 4nn

KB4013389 or 14 Mapra 2077 ro+a.

2. 3a6roxnpoears exognqnfi rpaQux xa MexcereBoM 3KpaHe, no

nopram SMB (139 r.r 445).

3. Bgecrr B ,repHbtfi cnucoK Ha MexcereBoM sxpaHe xcnonb3yeMbte

BflO IP-a4peca x AoMeHbr:

xMerculIx

Windows

. 188.166.23.1.21:443
c 188.166.23.127:443
c 193 .23 .244.244:443
.2.3.69.209:9001
o 146.0.32.144:9001
o 50.7.161.218:9001
. 217.79.179.77
o 128.31.0.39
c 213.61.66.116
.  212.47.232.237
.  81.30.158.223
o 79.172.193.32
.89 .45 .235 .21
o 38.229.72.16
o 188.138.33.220
o 197.231.221.221:9001
o 128.31.0.39:9191
o 149.202.160.69:9001
o 46.101.166.19:9090
o 91.121.65.179:9001
o 2.3.69.209:9001
o 146.0.32.144:9001
o 50.7.161.218:9001
c 217.79.179.177:9001
o 213.61.66.116:9003



z

. 212.47 .232.237:9001
o 81.30.158.223:9001
o 79.172.193.32:443
o 38.229.72.16:443
r iuqerfsodp9ifi aposdfi hgosurijfaewrwergwea.com
. Rphjmrpwmfy6v2e.onion
o CxTekbenv2riucmlonion
. 5TgTspgrzlojinas.onion
o xxlvbrloxvriy2cS.onion
o 76jdd2ir2emb).v47.onion
o cwwnhwhlz52maqmT.onion

4, Vcrasoetru aKrya/lbHbte o6HoBneHxq 6aa 4aHHsrx xoMnborepHbtx

BXpyco8 K aHThB14pycHbtM cpeAcTBaM x ocyqecrBxrb nonHylo npoBepKy

cpeAcrBa g rr.l.4 cn hten ux o i rexxt,tx14.

5. Nn MvHuMA3a\AV yqep6a (npe4orBpauleH r lluSpoeaxun e
cnyqae 3apaxeHIn), aurnoltrru pe3epBHoe KonupoBaHre qyBcrBl4Te.nbHbtx

0ainoB B $oplrarax:

.der, .pfi<, .key, .cr1, .csr, .p12, .pem, .odt, .sxw, .stw, .3ds, .max, .3dm, .ods, .sxc,

.stc, .dif, .slk, .wb2, .odp, .sxd, .std, .sxm, .sqlite3, .sqlitedb, .sql, .accdb, .mdb,

.dbf,.odb,.mdfl .ldfl .cpp, .pas, .asm, .cmd, .bat, .vbs, .sch, jsp,.php,.asp, java,
jar, .class, .mp3, .wav, .swf, .fla, .wmv, .mpg, .vob, .mpeg, .asf, .avi, .mov, .mp4,
.mkv, .flv, .wma, .mid, .m3u, .m4u, .svg, .psd, .tiff, .tif, .raw, .gif, .png, .b-p, jpg,
jpeg, .iso, .backup, .zip, .rar, .lgz, .Iar,.bak, .ARC, .vmdk, .vdi, .sldm, .sldx, .sti,
. s x i , . d w g , . p d f , . w k l , . w k s , . r t f , . c s v , . t x t , . m s g , . p s t , . p p s x , . p p s m , . p p s , . p o t ,
.pptm, .pptx, .ppt, .xltm, .xltx, .xlc, .xlm, .xlt, .xlw, .xlsb, .xlsm, .xlsx, .xls, .dotm,
.dot, .docm, .docx, .doc

PeKoMeHAaqxn npu Hann rytu noAo3peHhF Ha 3apax{eHHocrb BIIO WanaCry

flepeg uauarou pa6oru na cpe4crae gnquc:rnrelruofi rexsuru.

l. 3arpy:urr cpeAcrBo guqlrc:rureltnofi rexnuxu (Aa:ree - CBT) c

lrcrroJrb3oBaHz eM 3arpy3oqHoro gucra (Live-CD, Live-USB), pa3MerrleHHoro Ha

oQ quanr,Hbrx caiirax lpox3Bo.[r{rerei anrr.rBnpycHbrx cpeacrB (aalee - ABC),

nanpur..rep, AO <<Jla6oparoprar Kacnepcxoro>, OOO <<,{orrop Be6>>
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2. O6nosurt 6a3rr AaHHhrx KoMru,rorepHrrx Br.rpycoB (aalee - E,{tB) ABC

c Hcrro;rrfoBaHr,reu QynrquonalrH6lx Bo3Moxrocrefi Live-CD (ou,rcalrr,re

noprnxa 4efrcmui npzregeuo ua gucre).

3. Bnecur rz3MeHeHrrr e uacrpoiir<u ABC (ycrauorrarr pexr.rM -

un$oprraupoeauue o :apaxeuurx o6rerrax).

4. flporecrlr no.nulro npoBepry xecrKrrx Ar.rcKoB.

5. flpu arnueruu $anror 3apaxeHls socurelei un$opvaqnu BIIO

TAKI{X KAK:

1 ) Trojan-Ransom.Win32.Scatter.uf

2) Trojan-Ransom.Win32.Fury.fr

3 ) PDM:Troj an.Win32.Generic

4) Trojan-Ransom.Win32.Zapchast.i

5 ) Trojan-Ransom.Win32.Wanna.c

6) Trojan-Ransom. Win32.Wanna.b

7) Trojan-Ransom.Win32.Agent.aapw

8) Troyan.Encoder.l 1432

neo6xo,4ulro cKonr.rpoBarB Ha sHenuuii Hocr4Ter6 unQopuaqr.ru Bce

ealluQponannue Saft:ru c pacmupeHlreM (.WCRY>. (flnx pacrm$pornz

unSopvaquu r $afiJlax, nocJre Bo3MoxHoro Br,rxo.qa yrr.rnuru 4e[ru$pooanur).

Bce nesalrnQponaxuue Qafilrr (npr.r ux ua:rrnreu) c nol*oaare:rcrofi

zuQopuauuefi cne.lyrculux pacu HpeH tzi:

.der, .pft, .key, .crt, .csr, .p12, .pem, .odt, .sxw, .stw, .3ds, .max, .3dm, .ods, .sxc,

.stc, .dif, .slk, .wb2, .odp, .sxd, .std, .sxm, .sqlite3, .sqlitedb, .sql, .accdb, .mdb,

.dbf,.odb,.mdfl .ldfl .cpp, .pas, .asm, .cmd, .bat, .vbs, .sch, jsp,.php,.asp, java,
jar, .class, .mp3, .wav, .swf, .fla, .wmv, .mpg, .vob, .mpeg, .asf, .avi, .mov, .mp4,
.mkv, .flv, .wma, .mid, .m3u, .m4u, .svg, .psd, .tiff, .tif, .raw, .gil .png, .b-p, jpg,
jpeg, .iso, .backup, .zip, .rar, .tgz, .tax,.bak, .ARC, .vmdk, .vdi, .sldm, .sldx, .sti,
.sxi, .dwg, .pdf, .wkl, .wks, .ftf, .csv, .L\t, .msg, .pst, .ppsx, .ppsm, .pps, .pot,
.pptm, .pptx, .ppt, .xltn, .xltx, .xlc, .xlm, .xlt, .xlw, .xlsb, .xlsm, .xlsx, .xls, .dotm,
.dot, .docm, .docx, .doc
c xecrKoro 4ucxa CBT cKonrzpoBarr, na 4pyrofi eHeIxHIii Hocr{reJrb

uaQopuaquu.



AJI' nOJIB3OBaTeff

cn)4rafi BBrxoAa

anrcp[TM6r, IIp

BOCCTAHOBJIEHI''

BpeMr, co

}ICIIOJIb3OBAHI.IIo

Ilpuueuauue.

ydanenuta Qafrttos

6. B c.ryvae, BTIO

AeIIIu

7. B clyrae AA yTu.rfillbr

pa6ore anropuTMbt,

3apaxeHHofi ofiepaq[o

8. ,{emu$ponry

Ilcxodn us npuHqunos

ydataemca nocne ezo WeaHur),

E B CAMOM IIO WanaCry, .4Jrr rrocneAForqero

uu$posam,re xpnrr,rvecrr,r aaxuofi

o r43BJrerr6 x(ecrKr.rfi 4ucr rc CBT, na

xcnonE3yrcrqefi B cBoefi pa6oTe

aep otmH o c mb e o c c maH o meHuu

tuvt o6ecneqeHueM muna R-Sndio.

ucnor63yroqe[ B cBoefi

EMbIE B BIIO WanaCry, nepeA 3arpy3(oft

cucTeMhI, Anr{o s BIOSe ycrarroBrzr6 Aary r.r

(uar<cr.rua"rlno lonrDKeHHEre, BPeMeHr,r 3ap0(eHwr,

B coorBercrBr.rlr c uncrpyxqueft no

BIIO WanaCry @puzwa,zauait Sain




